
 

Alderton Acorns 

 E-SAFETY AND ACCEPTABLE USE POLICY  

Introduction  

The purpose of this policy is to outline the responsibilities of Alderton Acorns 

staff and committee members when using social networking websites in both a 

professional and personal capacity.  

Alderton Acorns recognises that many employees use the internet for personal 

purposes and that many employees participate in social networking. For the 

purposes of this policy, social media includes the following:  

• Blogs (e.g., Wordpress, Tumblr, Blogger)  

• Micro-blogging (e.g., Twitter)  

• Forums (e.g., Foundation Years)  

• Networks (e.g., Facebook, Ning, LinkedIn)  

• File-sharing sites (e.g., YouTube, Flickr)  

However, new social media sites are being created and updated all the time, so this list will 

not be, or remain, exhaustive.  

 

2. Other Relevant Policies  

This policy should not be taken in isolation. Alderton Acorns staff and committee members 

need to know and adhere to any other relevant policy documents (for example Health and 

Safety, Safeguarding, Employment, and Data Protection policies in particular) when using 

social media in reference to Alderton Acorns. 

 

3. Personal & Professional conduct  

Alderton Acorns respects staff and committee members right to a private life. However, 

Acorns must also ensure that confidentiality and its reputation are protected. It therefore 

requires staff and committee members using social networking websites in either a 

personal or professional capacity to:  

• Ensure that they do not conduct themselves in a way that is detrimental to Alderton 

Acorns; Staff and committee members should always express ideas and opinions in a 

respectful manner. Posts, comments and tweets should always remain calm, 

professional, and polite. Points should be expressed in a clear logical way. If employees 

or committee members encounter a situation while using social media that threatens to 

become antagonistic, they should disengage from the dialogue and seek advice from a 

manager.  

• Be sensitive and thoughtful about linking to content. Redirecting to another site may 

imply endorsement of its content that may not be appropriate.  



• Do not denigrate or insult others, including competitors. Staff and committee members 

should be aware of the effect their actions may have on their images, as well as Acorn’s 

image. The information that you post or publish may be public information for a long 

time.  

• Staff and committee members should be aware that Acorns may observe content and 

information made available by employees and committee members through social 

media. Employees and committee members should use their best judgement in posting 

material that is neither inappropriate nor harmful to Acorns, its employees, or clients.  

• Do not include Acorns logo’s or branding in personal blogs or postings.  

• Using social media in a personal capacity is not completely separate from your working 

life – if you hear something that needs to be fed back in a professional capacity then 

ensure this is done so. For example, if you come across posts questioning a fundraising 

event, pass this on so that up to date information can be posted in the relevant place.  

• Acorns understands that in a village setting, staff are often friends with the parents of 

children at Preschool, however, preschool, the children, the staff or any other business 

matters should not be discussed or commented on over their personal social networking 

websites.  

• Staff and committee members should not disclose personal information or data about 

any individual that could breach the Data Protection Act 1998 and Acorns Confidentiality 

Policy.  

• Social media use shouldn’t interfere with staff or committee member’s responsibilities 

at Acorns.  

 

Any computer systems belonging to Acorns are to be used for business purposes only. 

When using Acorns computer systems, use of social media for business purposes is allowed 

(e.g., Facebook and Twitter) but personal use of social media networks or personal blogging 

of online content is discouraged and could lead to disciplinary action.  

• It is highly recommended that staff and committee members keep Acorns related social 

media accounts separate from personal account, if practical.  

• Report any concerns they have to their Manager about information disclosed on social 

networking/internet sites. Please be aware that any breach of this policy could result in 

disciplinary action including dismissal.  

 

4. Acceptable Use of ICT  

Acorns aims to ensure that committee members, staff and children will benefit from the 

technologies offered in a safe and effective manner. Acorns employs a number of strategies 

in order to maximise the opportunities offered by technology and to reduce the risks 

associated with the use of internet and mobile technologies. These strategies are as 

follows:  

• Children will always be supervised when they are accessing the internet.  



• Children will only search the internet with an adult sitting by them, supervising their 

actions and responding promptly to any inappropriate material.  

• The use of the Internet and mobile technologies will be used for educational purposes, 

and the good of the organisation, only.  

• Acorns will endeavour to use digital images or videos focusing on group activities or 

children’s work. Content focusing on individual children, or where children’s faces are 

identifiable, will only be published on Alderton Acorns website with written parental 

permission.  

• The Alderton Acorns website will avoid publishing the first name and last name of 

individuals in any image.  

• Acorns will not use children’s names in image files if published on the web.  

• Care must be taken that any links to external sites from Acorns website are appropriate 

and safe.  

Images for Preschool publications; 

• The Preschool will only take and use images that are appropriate and are considered 
to not be open to misuse. 

• If an image of a child is used, the child’s name will not be published unless specific 
consent has been sought. 

• Parents will be made aware of why their child’s picture is being taken and how  
it will be used. 

• Children and parents should be encouraged to recognize the value of group 
photographs or recordings of pre-school events. 

• Images of children will not be used to illustrate controversial subjects. 

5. Filming/Photography/Camera Phones 

• Parent’s permission will be sought to photograph their child. If a parent refuses 
permission no parent will be allowed to film or photograph any Pre-school event.  

• If permission is given, parents, friends and family members can take images of their 
child and friends participating in pre-school activities for family and personal use but 
these must not be used on “public domain” sites without the express consent of each 
child’s parent/guardian. Where permission is not granted the image in question may 
be used but must be cropped so that only your child’s face is visible 

• If permission is given, parents are allowed to film Pre-school events. Please give 
consideration so that performances are not disturbed. 

• Personal camera/camera phones are not permitted into the toileting areas under any 
circumstances. 

• At all times personal phones must be kept in the kitchen. 
 

 

 



6. Security and Identity Theft  

• Staff and committee members are free to set up personal blogs on the internet, and 

have social media networking accounts, provided that they do not breach the law; 

disclose any of Acorns confidential information; breach copyright; defame the company 

or its suppliers, customers or employees; bring the organisation into disrepute; or 

disclose personal data or information about any individual that could breach the Data 

Protection Act 1998.  

• Under the provision of the Copyright, Designs and Patents Act (1998), the copyright of 

any material (whether written, graphic or in any other medium) which is created by you 

in the course of your employment with Acorns is the property of Alderton Acorns.  

• Staff and committee members should be aware that social networking websites are a 

public forum. Employees and committee members should not assume that their entries 

on any website will remain private. Online postings and conversations are not private. 

Realise that what you post will be around for a long time, and could be shared by others.  

• Staff and committee members must also be security conscious and should take steps to 

protect themselves from identity theft, for example by restricting the amount of personal 

information that they give out. Social networking websites allow people to post detailed 

personal information such as date of birth, place of birth and favourite football team, 

which can form the basis of security questions and passwords. Similarly, ‘tweeting’ real 

time events may alert someone to the fact you are not home. So, be careful when 

sharing information about yourself and others.  

• Staff and committee members should heed security warnings and pop ups. There is a 

reason your security software provides warnings alerting you to potential issues with 

attached documents, content or downloads. Never allow or say ‘yes’ to such actions 

unless you know they are safe.  

• Staff and committee members should report anything to the Chair/Manager where the 

above has been breached by any other person, including ex-employees.  

 

 

7. Monitoring  

Alderton Acorns reserves the right, but not the duty, to monitor any and all aspects of its 

electronic resources. This includes: data, email and voice mail boxes, and other employer 

provided electronic storage systems. We reserve the right, for business and security 

purposes, to audit and monitor the information on all systems, electronic mail, telephone 

and information stored on computer systems or media, without advance notice. We also 

reserve the right to retrieve the contents of any staff and committee member 

communication in these systems. This process is in place to maintain the integrity of Acorns 

electronic systems, the rights of other users, and to ensure compliance with Acorns policies 

and obligations.  
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